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Abstract. Sovereign adoption of bitcoin, whether as legal tender or in treasury
reserves, increases the profitability of energy-intensive bitcoin mining, creating
significant carbon emissions. This paper explores methods for adopting bitcoin
while mitigating or eliminating associated carbon emissions. We survey three
solutions: regulation/taxation, carbon offsetting, andfinally, state-directed or state-
supported carbon-neutral mining, arguing for the advantages of the latter. We then
compare two ways of executing this last approach: (1) the state must mine all its
bitcoin holdings; (2) the state must mine the same percentage of mining as its
percentage of all bitcoin holdings. We show that (2) is a superior method, and
that a nation state can adopt bitcoin in a carbon-neutral manner with a relatively
small investment in carbon-neutral mining. At present levels of bitcoinmining and
bitcoin pricing, an annual allocation of around 1% of the state’s bitcoin holdings
towards mining will suffice, and may generate a positive return. El Salvador is
used throughout as a case study, and we make specific suggestions for how much
El Salvador should mine to achieve carbon neutrality with respect to their bitcoin
holdings.

Keywords: Bitcoin · environment · carbon · carbon-neutral · ESG · mining ·
cryptocurrency

1 Introduction

In 2021, El Salvador adopted bitcoin as legal tender alongside the U.S. Dollar, set-
ting aside $150 million for a trust to facilitate dollar/bitcoin exchanges [1]. The bitcoin
network is known to be energy-intensive—consuming a quantity of electricity some-
where between that of the Netherlands and Argentina—and El Salvador’s actions would
arguably, in the absence of countervailing initiatives, increase their nation’s CO2 emis-
sions [2]. But howmuch emissions does such adoption involve?Andwhat countervailing
initiatives are at El Salvador’s disposal? Is it possible to adopt bitcoin with no addition
to carbon emissions, or even in a carbon-negative way, achieving emissions targets or
commitments? If so, what would that require, and how much would it cost?

The present paper answers these questions, not just for El Salvador, but for any state
exploring bitcoin adoption. We first review the energy consumption and emissions asso-
ciated with bitcoin adoption and show how bitcoin holdings and transactions incentivize
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mining and its externalities. We then critically examine the options for mitigating those
externalities through regulation or taxation.We next entertain carbon offsets, calculating
the cost of suchmeasures and evaluating their effectiveness. Finally, we propose an alter-
native, which is state-sponsored or state-incentivized carbon-neutral mining. We argue
that due to the unique properties of bitcoin—its limited supply, fungibility, and fast,
nearly-free transportability—such mining can fully offset the emissions from adoption.

We then compare two systems of calculating how much carbon-neutral bitcoin min-
ing the state must either manage itself, or else incentivize through subsidy: (1) the state
must mine all its bitcoin holdings; (2) the state must mine the same percentage of mining
as its percentage of all bitcoin holdings. Our conclusion is that (2) is the superior method,
and that a nation state can adopt bitcoin in a carbon-neutral manner with a relatively
small investment in carbon-neutral mining, allotting, at present rates of mining and bit-
coin pricing, only 2% of the state’s bitcoin holdings annually towards mining, which
should itself have a positive expected return. In the case of El Salvador, the nation is,
in fact, already engaged in the sort of carbon-neutral mining that we prescribe, using
geothermal energy [3]. We conclude by showing exactly how much hashrate El Sal-
vador’s pro-bitcoin policy decisions require them to generate if they wish their bitcoin
adoption to be carbon neutral.

2 Externalities of Bitcoin Adoption

In the rest of this paper, “sovereign adoption of bitcoin” means any combination of the
following: legal tender laws, treatment as currency (not property) under tax law, direct
acquisitions in the treasury, and/or state-owned or state-guided bitcoin wallet services,
bitcoin ATMS, or “airdrops” to citizens. Bitcoin stands apart from other cryptocurren-
cies on account of its founding, culture, and product-market fit [4]. A standard suite of
reasons for individuals to use bitcoin include its censorship resistance and independence
from legacy monetary institutions [5–7]. Sovereigns may or may not endorse that suite
of reasons. But they have their own distinctive reasons to adopt, including enhancing
financial inclusion, seeking protection from inflation, attracting foreign investment, low-
ering the cost of remittances, and escaping the colonial effects of dollarization [1]. These
reasons are all, unsurprisingly, contested by organizations from the IMF to the Bank of
England, who warn against bitcoin adoption on the grounds of volatility and regulatory
risk [8].

Wewill not here adjudicate these disputes. Instead,we simply ask howstates that have
already decided to adopt bitcoin can best do so, especially with respect to emissions. The
thought here is not complicated. States are positioned, perhaps uniquely, to coordinate
behavior towards climate goals. Many have made explicit emissions commitments, and
so aremorally or legally obligated to pursue carbon-neutral or carbon-reducing strategies
across the board. Bitcoin’s poor environmental reputation at present offers states an
additional reason to adopt bitcoin only in a way that minimizes emissions. Cleaning up
bitcoin can only advance the other goals of bitcoin adoption, say, financial inclusion or
monetary independence from the dollar.

We mark bitcoin adoption along two dimensions: (a) additional holdings of bitcoin
due to government measures, whether by the government itself or by private entities as a
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result of favorable legal measures; (b) additional on-chain bitcoin transactions, again due
either to the government itself engaging in bitcoin transactions or an increase in private
transactions due to favorable policy. The process of calculating any particular instance
of adoption in these terms lies, again, beyond the scope of this paper, which simply takes
adoption as a two-fold input: additional transactions and additional holdings of bitcoin.
From these two inputs, we can roughly estimate how much additional CO2 is emitted
into the atmosphere. Since this paper is a proof of concept only, we will use a rough
estimate, to be refined in later work.

3 Economics of Bitcoin Mining

Mining is the process by which new transactions are published to the blockchain. Miners
assemble candidate transactions from the mempool into blocks and search for a number,
a nonce, which when appended to the block header and fed into double SHA-256, yields
an output number. If that output number begins with a certain number of zeros, the
miner’s block will be accepted as valid by the network of full nodes, provided there are
no competing chains of blocks that are longer.

The winning miner publishes a block and receives a block subsidy for their efforts,
as well as any fees associated with candidate transactions.What matters for our purposes
is that the block subsidy and transaction fees exhaust the sources of miner income, and
both are denominated in bitcoin. Currently, the block subsidy is 6.25 bitcoin per block,
and transaction fees are less than 2% of mining rewards.

Note three points. First, theminers’ search is essentially random, and involves check-
ing vast quantities of numbers to see if they solve the puzzle. That search, in turn, requires
both energy and specialized hardware. Second, the difficulty of the search adjusts to
ensure that on average, new blocks are created every ten minutes. If blocks are mined
faster, the search becomes more difficult—more zeros must appear in front of the output
of the nonce-appended-to-block-header input. If blocks are being mined at intervals of
greater than ten minutes, the difficulty will decrease—fewer preceding zeros required—
until, once again, block times return to ten minutes. Third, the issuance of bitcoin is
scheduled to halve every four years. In the first epoch, miners were rewarded with 50
bitcoin for publishing one block, then 25, then 12.5, and now 6.25, and soon 3.1255,
and so on. This schedule creates a capped supply approaching 21 million bitcoin prior
to the year 2140, at which time mining will be incentivized entirely by fees.

Bitcoin mining, then, is a world-wide search for the next block, to be rewarded in
bitcoin, and the issuance of new bitcoin is entirely predictable over a long time scale.
More mining, crucially, does not, except in the very short-term, lead to more bitcoin
being found. Rather, more mining simply means more computing power chasing after
exactly the same amount of bitcoin, which right now is 6.25 bitcoin per block, or 900
per day.

Thevalue of that reward,while entirely predictable in bitcoin terms, is itself a function
of bitcoin’s market price. A 6.25 bitcoin block reward when bitcoin trades at $60,000,
is significantly more enticing than a 6.25 bitcoin block reward when bitcoin trades at
$6,000. Miners make capital investments in specialized mining hardware, substations,
copper wire, and so on. They also carry operating expenses including labor, but most of
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all, electricity itself. These investments are made, broadly, by estimating bitcoin’s future
price, the chance of winning block rewards, and the costs of power, infrastructure, and
labor required to win those rewards. Predictions of a higher future price inspires miners
to invest, while increasing hashrate, and therefore, increasing competition for the fixed
issuance of new bitcoin, depresses miners’ investment. A predicted drop or stagnation in
prices depresses mining investment, and a drop in hashrate promotes mining investment,
sincewith less competition the sameblock reward requires lesswork—computing cycles,
and hence, less infrastructure and electricity, to win.

4 The Adoption-to-Mining Emissions Relationship

We have marked adoption in two ways: sustained or increased holding of bitcoin over
time, and adding to the quantity of transactions. And we have seen how mining is
incentivized: price of bitcoin and lack of competition from other miners over a fixed
reward. We are now in a position to say how sovereign adoption of bitcoin creates
bitcoin-mining-related emissions.

Begin with transactions. Each transaction carries a bitcoin-denominated fee, paid
to miners for inclusion in a block. If adoption were to increase demand for scarce
blockspace—on-chain transactions are limited to a maximum of about seven transac-
tions per second—that would increase the rewards for mining, which would lead to
more mining, which would lead to more emissions. Estimating the on-chain transaction
increase due to adoption is difficult, because the state only knows its own transactions are
“due to” its actions; other increases will be indirect. But again, that estimate is outside
of the scope of our paper, which simply takes the increase as an input. Once given the
increase in transactions over a give time period, one need only multiply the additional
transactions by the average on-chain fee during the time period in question, and multi-
ply that by the average price of bitcoin at that time to estimate the additional incentive
offered to miners by the transaction-fee-related adoption of bitcoin in that time period.

Adoption from fee incentives to miners = additional txs × avg tx fee × avg BTC price
(1)

As stated earlier, transaction fees constitute only 2% of miner revenue. States will
likely adopt bitcoin using more efficient second-layer solutions like the Lightning Net-
work or other custodial payment systems, which minimize blockspace demand and thus
fees, by settling on-chain infrequently. Despite dire warnings that the bitcoin network
would be unable to handle the volume of transactions caused by Salvadoran adoption,
blockspace has actually become cheaper and more available than before the bitcoin laws
were passed, proving that second-layer solutions can support a high volume of transac-
tions without burdening the base layer. Because transactions are such a small percentage
of mining rewards and because sovereign adoption does not appear to put pressure on
block space, we will hereafter ignore the channel of influence that adoption has on emis-
sions via transaction fees. In terms of the formula above, the additional transactions are
negligible, and the average transaction fees are negligible as well.

What wemust focus on, instead, is the other channel of influence: sovereign adoption
increasing the price of bitcoin. El Salvador, for instance, has acquired 1,400 bitcoin [9].
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Doubtless, more bitcoin are also held by citizens because of the state’s decision, and
one may or may not want to include this increase in bitcoin holdings as well as the
government’s responsibility. Again, such an estimate is difficult, and again, it is beyond
the scope of this paper. For the purpose of this exercise, we will limit ourselves to
calculating the emissions due to the government’s own holdings, leaving the additional
private holdings as the responsibility of those private entities.

Here is how the state’s holding, say, 1,400 bitcoin, causes carbon emissions. By
buying and holding that quantity of bitcoin, the government removed that same quantity
from order books, driving up price to the next-most-reluctant seller. That increase in
price makes the fixed block reward more valuable. 6.25 bitcoin is worth more than it
otherwise would be. That leads to more mining, which in turn leads to more emissions.
This influence on price from holding, crucially, is not a one-time event. Purchasing
bitcoin removes it from the marketplace, leaving the same dollars (bids) chasing fewer
available bitcoin (asks). Additionally, every day the bitcoin holdings are not sold is a day
when price is higher than it otherwise would be. This stable and high price (as opposed
to a mere momentary spike) is what induces miners to make long-term investments in
the aforementioned specialized mining hardware, substations, copper wire, and so on.

When it comes to determining exactly how much price impact a given purchase, and
subsequent period of holding bitcoin, causes, there are two distinct methods. The first
is our preferred method, and that is to begin with the recognition that price is a function
of the entirety of buyers-and-holders of bitcoin. That is, the price being as high as it is
reflects the collective decisions of all holders of bitcoin, any of whom could sell at any
moment, but doesn’t. Every non-seller is like every other non-seller, who is not selling an
equal amount of bitcoin, in other words. And it is the aggregate non-selling of all bitcoin
holders that keeps the price from dropping. Thinking in this way, an individual holder’s
responsibility for price is strictly proportionate to their holdings. So, if one owns 1% of
bitcoin, one is 1% responsible for price.

Extending this thought to the incentivization of mining, an individual holder can
be thought to incentivize a certain percentage of all mining. For instance, if someone
holds 1% of all bitcoin, one is incentivizing 1% of all bitcoin mining by bearing 1% of
all responsibility for price. This formula distributes the responsibility for incentivizing
mining evenly across all holders. It leaves no mining unaccounted for, and it does not
double-count incentives by concluding that the total incentives created by holders is
greater than the total amount of incentives.

The formula here is that at a given time:

One′s holdings as a % of market cap = % of all mining one incentivizes (2)

For El Salvador, this method would first calculate the government’s share of all bitcoin.
Since nearly 3 million bitcoin have been lost, the total number of bitcoin is close to
16 million, of which El Salvador’s 1,400 bitcoin is 0.00875%. So, according to this
method of accounting, El Salvador’s adoption of bitcoin is responsible for incentivizing
roughly .00875% of all bitcoin mining over the period during which they have owned
that bitcoin. To determine the emissions caused by adoption, we need two further steps,
which is to calculate the total energy required by the network, and then calculate the
carbon emissions required to produce that amount of energy, given the mix of energy
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sources of the bitcoinmining network. Thenwe can attribute .00875%of those emissions
to El Salvador’s bitcoin adoption.

On the question of how much energy the bitcoin network consumes, there is little
disagreement. We know the difficulty of the math problems miners are solving, and the
block times, which hover around 10 min, and we know roughly the hardware mix being
used by miners, and how fast that hardware solves the math problems, and, as well, how
much electricity those machines must consume in order to solve the problems at the rate
they are being solved. Currently, the estimates are that the bitcoin network is calculating
at a rate of 165 exahash/second: 165 quintillion total guesses by miners, per second [10].

The bitcoin network’smix of power sources ismore contested,with estimates ranging
from 39% to 73% renewable energy [11]. The Bitcoin Mining Council is composed of
large commercial miners and surveys its constituents—65.9% renewable powered—as
well as estimating the power mix of non-members, arriving at a total estimate of 57.7%
renewable-powered [12]. Uncertainty is multiplied because carbon-intensive forms of
electricity production vary in the quantity of carbon emitted per unit of power produced.
And further, miners vary in efficiency, and the exact distribution of miners in operation
is unknown. Alex de Vries, a well-known critic of bitcoin mining estimates that the
total emissions from the network is currently 97 megatons of CO2 annually, or roughly
equivalent to the carbon footprint ofKuwait [13]. TakingdeVries’ estimate, togetherwith
one’s percentage of the network, one can derive one’s share of all emissions incentivized
by adoption. For El Salvador, that is .00875% of 97 megatons, or roughly 8.5Kt of CO2.

In sum, adoption incentivizes mining in two ways: by creating new block demand,
driving up transaction fees, and by elevating the price of bitcoin. We suggest that trans-
action fees are, at this time, such a small percentage of miner’s income, and so unaffected
by sovereign adoption due to layer-2 payment systems built atop bitcoin’s main chain,
as to be safely ignored at this time. We also propose that the right way to calculate the
percentage of all mining due to bitcoin price increases resulting from adoption is to treat
the entirety of bitcoin investment as the entirety of price-based incentive for mining,
and then to determine how particular holdings incentivize mining, calculate the same
percentage of all mining as the percentage of all holdings: if a state’s adoption is x% of
all bitcoin holdings, the state has incentivized x% of all mining. Finally, to calculate the
emissions caused by adoption, find x% of all bitcoin-mining-related emissions during
the period of adoption. This total number is difficult to estimate, depending as it does,
on a number of factors including the energy mix and the efficiency of mining hardware.
There are further complications to any simple calculation due to the substitution of bit-
coin mining for existing electric heating, and mining’s role in stabilizing the electrical
grid. Those are important, but will be ignored in this paper for the sake of simplicity.

5 Three Emissions Mitigation Strategies

In this section, we examine three strategies for reducing the carbon footprint associated
with sovereign adoption of bitcoin: regulation, carbon offsets, and carbon-neutral bitcoin
mining, arguing for the advantages of the latter. We then present two strategies for
calibrating carbon-neutral bitcoinmining: purchasing only renewably-mined bitcoin and
creating or subsidizing renewably-powered hashrate in ongoing fashion, in proportion
to state holdings.
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5.1 Coase and Pigou

The policymaker’s toolkit formanaging externalities derives fromwork byRonaldCoase
and Arthur Cecil Pigou [14, 15]. The former argues that with sufficiently clear prop-
erty rights, information about externalities, and bargaining power, externalities will be
properly priced in and efficiency achieved by free exchange. The latter argues that exter-
nalities are best managed by a tax that adds the social cost to the price of a good. Coase’s
observations are inapplicable to bitcoin mining because the externalities of bitcoin min-
ing are diffuse, spanning the entire global population and following generations, who
lack the standing or the ability to sue for ill-defined damages and thereby prompt bargain-
ing before creation of the externality. Pigouvian taxes, on the other hand, are feasible,
and might be implemented as a tax on miners using carbon-intensive methods of power
generation so as to discourage the activity and prompt miners to shift to using renewable
sources of energy.

The problem with taxing carbon-intensive mining operations, or for that matter,
banning them entirely, is the global, frictionless, nature of the mining market, as well
as the difficulty of enforcement. When China banned bitcoin mining, global hashrate
dropped by 50%, but recovered within a few months, with a significant proportion still
happening in China itself [16]. The mining incentives outlined above do not recognize
national borders, and with a ban in one country, mining will simply move elsewhere.
Because bitcoin’s payment network is expensive to censor and pseudonymous, there is
also no viable way to tax bitcoin that has been mined using carbon-intensive energy
sources, as one could, for instance, with manufactured goods, by interdicting them at
ports and other borders.

Indeed, bitcoin mining represents the limit case of carbon arbitrage. A carbon tax or
a ban moves production elsewhere while affecting total mining not in the least. Bitcoin’s
issuance is an inelastic 900 bitcoin per day, and that remains the same regardless of who
is banningmining. So a ban in one location drops global hashrate andmakes profitability
per unit of computing power rise, thereby spurring additional mining elsewhere.

5.2 Carbon Offsets

A second mitigation strategy is the purchase of carbon offsets. We have already calcu-
lated, very roughly, the carbon footprint of El Salvador’s adoption, for instance, at 8.5
Kt annually. Carbon offsets are devices that either remove carbon from the atmosphere,
e.g., by planting trees, or prevent other greenhouse gas emissions, e.g., burning landfill
methane to generate power, or not harvesting a forest that otherwise would have been
harvested. Thus, the emissions that result from mining are offset by emissions removals
or reductions elsewhere.

Carbon offsets currently range widely in price, and are projected to rise dramatically
in value over the next decade, as it is a common means of meeting pledges to achieve
“net zero emissions” for firms and organizations, and there simply are not enough offsets
available to meet all of those pledges via offsetting. At a price of $10 per ton of CO2, for
quality offsets, El Salvador’s annual cost for offsetting its holdings would be $80,500
on their $150,000,000 holding or .054%.
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Carbon offsetting may work as intended. But it has two major drawbacks. The first is
cost: while .054% annually is minor at present, these prices are expected to rise ten-fold,
and potentially more, as the technique becomes more widespread. Second, and more
worryingly, it is unclear that carbon offsets actually work as intended. For instance, the
Massachusetts Audubon Society pledged not to log 10,000 acres of forest land, and in
turn was awarded and then sold ½ million carbon credits, which were then sold to oil and
gas companies for $6 million [17]. The oil and gas companies could then claim to have
offset the emissions associated with their product, while arguably no actual offsetting
was achieved. Had the credits not been sold, the Audubon Society would still not have
logged their forest, destroying bird habitat and angering their donors. So while money
exchanged hands, no additional carbon was removed from, or prevented from entering,
the atmosphere by the purchase of those carbon credits.

This example is by nomeans unique. Some estimates suggest that over half of offsets
induce no net change in carbon emissions [18]. And other analysts estimate that more
than 90%of offsets deployed by large corporations are pointless andmay even exasperate
global climate change [19]. Of course, such abuses may be tamed, but they remain a
concern, and if an option is available that simply prevents carbon emissions associated
withmining, that would seemmore certain a reduction, other things equal, than an option
that first emits carbon, then attempts to find carbon savings elsewhere.

5.3 State-Sponsored Carbon-Neutral Bitcoin Mining

The final approach to mitigating mining’s externalities is for the state either to engage in
mining itself, or to incentivize private companies to mine bitcoin, but on the condition
that such production is accomplished with carbon-neutral sources of energy. We will
consider two such methods.

First, the state could simply buy bitcoin directly and only from “green” miners, i.e.,
mining operations that have used renewable energy sources to mine their bitcoin. At
scale, this would create a price premium for “green” bitcoin. Equivalently, firms could
issue one token for each “greenly-mined” bitcoin, and sell the tokens to nation states
and other actors wishing to hold “green bitcoin.”

The problems with simply buying “green” bitcoin are many. Some stem from the
nature ofmining incentives fromholding bitcoin reviewed above.Miners are incentivized
to make capital investments not by a single purchase, but by the sustenance or increase
in bitcoin price due to holdings over time. A long holding period of a given amount of
bitcoin incentivizes mining over that entire period, whereas a short holding period of
the same amount of bitcoin provides less incentive. To illustrate, some of the earliest
coins were mined with a negligible amount of energy, as the network was very small,
difficulty was low, and there was almost no competition from other miners. Those coins
were “green”, if any are. But despite that unimpeachable provenance (they have been
held since 2009), those coins have incentivized a great deal ofmining. For the non-selling
of those coins has been equivalent to the non-selling of any other coins in the period.
Simply buying “green” coins ignores this temporal variable entirely: once green always
green, regardless of holding period, which is a mistake. Green provenance is not enough.

Along these same lines, more than 90% of all bitcoin have already been mined.
Since the “greening” designation is a recent introduction, at most around 10% of coins
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can be deemed green. To see the absurdity of this limitation, consider that if the entire
bitcoin network were to operate on renewable energy in perpetuity, and the network as a
whole produced zero carbon, only 10% of bitcoin would be considered green under the
provenance accounting. This would be another serious mistake.

Finally, the designation of some bitcoin as green and other bitcoin as non-green
threatens the fungibility of bitcoin itself. Since fungibility is a key property ofmoney, and
bitcoin’s promise and value is tied to its monetary functions, the sacrifice of fungibility
threatens the value and identity of bitcoin itself. Essentially, designating some coins as
“green,” one is creating a new token--green bitcoin--which is a bitcoin fork and only
has, at most, 2 million coins. This is a non-started for any parties interested in bitcoin as
an emerging asset and monetary network.

There is a better way.

5.4 Our Proposal: Proportional Green Bitcoin Mining

Whatwe propose, rather than the state buying “green” bitcoin, is that the state itselfmines
with renewable energy, or incentivizes a certain amount of such mining with subsidies or
tax breaks, in proportion to their holdings. To review our explanation ofminer incentives,
recall that sovereign adoption of bitcoin incentivizes the same proportion of all mining
as the proportion of all bitcoin that adoption entails. Our proposal is that the state should
mine, or sponsor, this very same amount. In other words, our proposal is that, in order
to claim their bitcoin adoption is carbon neutral, the state should, in a carbon-neutral
way, mine the amount of all mining that their adoption incentivizes, which is—recall
Eq. 2—the same percentage of all mining as their percentage of all bitcoin.

% of all mining one incentivizes × all mining for the duration of holding
= amount of mining required

(3)

To illustrate, El Salvador’s $150m in bitcoin holdings represent 0.00875% of all
bitcoin. The total rate of mining is 165 exahash/second. That same percentage of all
mining is 14.4375 petahash/s. Our recommendation is that, right now, El Salvador use
its geothermal facility to achieve this same hashrate: 14.44 petahash/s. If they do, they
will have done the very same amount of mining that their holdings incentivize. They
will have done their part to make their portion of bitcoin carbon-neutral: no more, no
less.

What would such a mining facility look like? An Antminer S19 Pro operates at 100
TH/s; to achieve 14.44 PH/s would require 144 machines. Each machine draws 3,050W
of power, so the whole mining operation would only require 440 KW.

How much would that cost? We might attempt to model an entire facility and its
costs. But there is an easier way. First, assume that mining operates on at least a break-
even basis. Find the ratio of bitcoin’s market cap to miner revenue for a given period.
Total annualmining revenue is approximately $16b, ofwhichEl Salvador is incentivizing
$1.4m. If mining is break-even for El Salvador, then, they should spend $1.4m onmining
annually--approximately 1%of their total bitcoin reserve--or $350,000quarterly, in order
to achieve carbon-neutral bitcoin adoption.
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Note that mining is, in truth, profitable–those $350,000 quarterly investments in
mining will inject new bitcoin into the country’s reserves–so they may, on net, actually
spend less than our estimate. They will also have to readjust their investment over time,
as hashrate and price both fluctuate, and the percentage of all holdings El Salvador holds
will also drop slowly with new issuance, in order to make sure they continue to mine all
of the bitcoin mining they incentivize.

6 Conclusion

We have surveyed three strategies for ensuring that bitcoin adoption by states is car-
bon neutral. The first strategy--taxation and regulation--while familiar to policymakers,
is uniquely ill-suited to managing bitcoin’s externalities. Because bitcoin is fungible,
easily-transported, uncensorable, and not easily located, and because its issuance is
fixed by the protocol, any attempt to heavily tax or ban carbon-intensive bitcoin mining
will simply displace mining to friendlier locales with no effect on the bitcoin network’s
total emissions.

The second strategy, carbon offsets, fares better, but has at least two drawbacks:
a rising cost and difficulty proving “additionality,” i.e., that one’s offsets are actually
reducing carbon emissions.

Finally, the third strategy of the state mining itself, or incentivizing such mining with
tax breaks, in a carbon-neutral way, can take two forms. The first is for the state to mine
all of its own coins with renewable power, or to purchase its coins from a green miner.
We criticized this solution on a number of fronts: it both recommends too much green
mining, since if the entire network were green mined in perpetuity, this system would
wrongly deem 90% of all bitcoin non-green, and it also recommends too little green
mining, since it ignores the temporal variable, the length of one’s bitcoin holding period,
in calculating mining incentives.

We offer a different formula. We suggest that a state should mine, using carbon-
neutral sources of energy, the same percentage of all mining as the percentage of all
bitcoin that it owns during the entirety of its interval of ownership. In this way the state
will mine all of the incentive that it provides to bitcoin miners by virtue of its holdings.
The state will, therefore, be responsible for no additional mining except its own. What
this means in practice is that the ratio of a state’s holdings to its mining budget for a
period is equal to the ratio of bitcoin’s market capitalization to bitcoin’s entire mining
budget for a given period. As of this writing, that ratio is close to 99-to-1 on an annual
basis, and higher if we choose a shorter time period. What we conclude, then, is that a
relatively small amount of bitcoin mining is sufficient to “green” a large bitcoin holding.
Sovereign adoption of bitcoin can, therefore, very easily be made carbon neutral, and
consistent with any emissions commitments. All of this is possible without the aid of
either carbon offsets or more drastic regulatory measures.



Carbon-Neutral Bitcoin for Nation States 65

References

1. Raskin, M.: A Global First: Bitcoin as National Currency. Wall Street Journal, 15 June 2021
2. Cambridge Bitcoin Electricity Consumption Index (CBECI). https://ccaf.io/cbeci/index.

Accessed 30 Dec 2021
3. Ostroff, C.: El Salvador to issue ‘Bitcoin Bond’ in 2022. Wall Street Journal, 22 November

2021
4. Bailey, A.M., Warmke, C.: Bitcoin is king. In: Liebowitz, J. (ed.) Cryptocurrency: Concepts,

Technology, and Issues, pp. 175–197. Taylor & Francis, London (2023)
5. Bailey, A.M., Rettler, B., Warmke, C.: Resistance Money. Routledge, London (forthcoming)
6. Bailey, A.M., Rettler, B., Warmke, C.: Money without state. Philos. Compass 16(11), 1–15

(2021)
7. Bailey, A.M., Rettler, B., Warmke, C.: The moral landscape of monetary design. Philos.

Compass 16(11), 1–15 (2021)
8. Russell-Jones, L.: BoE Chief Concerned over El Salvador Use of Bitcoin as Legal Tender.

CityAM, 27 November 2021
9. El Salvador Turns into a Major Bitcoin Whale, Ending at 1,400 BTC in 2021 - CoinCu

News. https://news.coincu.com/49644-el-salvador-turns-into-a-major-bitcoin-whale-ending-
at-1400-btc-in-2021/. Accessed 27 12 2021

10. BitInfoCharts. “Bitcoin Hashrate Chart”. https://bitinfocharts.com/comparison/bitcoin-has
hrate.html. Accessed 30 Dec 2021

11. CoinShares Bitcoin Mining Network Report December 2019 | Research. https://coinshares.
com/research/bitcoin-mining-network-december-2019. Accessed 31 Dec 2021

12. Welcome to theBitcoinMiningCouncil. https://bitcoinminingcouncil.com/. Accessed 31Dec
2021

13. Energy Consumption by Country Chart. https://api.everviz.com/share/yjazijo. Accessed 31
Dec 2021

14. Coase, R.H.: The problem of social cost. J. Law Econ. 3, 1–44 (1960)
15. Pigou, A.C.: The Economics of Welfare. Macmillan, London (1920)
16. China Is Mining Bitcoin Underground: Report | Nasdaq. https://www.nasdaq.com/articles/

china-is-mining-bitcoin-underground%3A-report. Accessed 31 Dec 2021
17. Song, L., Temple, J.: A nonprofit promised to preserve wildlife. In: Then it Made Millions

Claiming it Could Cut Down Trees. MIT Technology Review, 10 May 2021
18. Calel, R., Colmer, J., Dechezleprêtre, A., Glachant, M.: Do Carbon Offsets Offset Carbon?

CESifo Working Papers (2021)
19. Greenfield, P.: Revealed: More Than 90% of Rainforest Carbon Offsets by Biggest Certifier

are Worthless, Analysis Shows. The Guardian, 18 January 2023

https://ccaf.io/cbeci/index
https://news.coincu.com/49644-el-salvador-turns-into-a-major-bitcoin-whale-ending-at-1400-btc-in-2021/
https://bitinfocharts.com/comparison/bitcoin-hashrate.html
https://coinshares.com/research/bitcoin-mining-network-december-2019
https://bitcoinminingcouncil.com/
https://api.everviz.com/share/yjazijo
https://www.nasdaq.com/articles/china-is-mining-bitcoin-underground%3A-report

	 CoDecFin 2022 3rd Workshop on Coordination of Decentralized Finance
	 CoDecFin 2022 Organization
	 DeFi 2022 Preface
	 DeFi 2022 Organization
	 VOTING 2022 Preface
	 VOTING 2022 Organization
	 WTSC 2022 6th Workshop on Trusted Smart Contracts
	 WTSC 2022 Organization
	 Contents
	CoDecFin22
	Stakechain: A Bitcoin-Backed Proof-of-Stake
	1 Introduction
	2 Bitcoin Stake
	2.1 One-Time Signatures
	2.2 Staking Contracts

	3 Consensus Mechanism
	3.1 Voting for the Next Block
	3.2 Safety and Liveness
	3.3 Ongoing Cost to Attack the Chain
	3.4 Limitation: Pegs and the Altcoin Problem

	4 Conclusion
	A Appendix
	A.1 Staking Contracts in Bitcoin Script
	A.2 Staker Signatures

	References

	Drivers of Bitcoin Energy Use and Emissions
	1 How Bitcoin Works and Incentivises Its Miners
	1.1 Endogenous Incentives
	1.2 Exogenous Incentives

	2 The Nature of Competition in the Bitcoin Mining Industry
	2.1 Perfect Competition
	2.2 Characteristics of a Perfectly Competitive Market

	3 International Energy and Electricity Markets
	3.1 Energy and Emissions
	3.2 Energy and Electricity

	4 Bitcoin's Current Energy Use and Emissions
	5 The Next Decade in Bitcoin Mining
	6 Conclusion
	References

	Integrated Power Plant and Bitcoin Mining Economics
	1 Introduction
	2 Trends in Mining Performance
	2.1 The Classical Limit
	2.2 Trends in Processor Performance
	2.3 Trends in Mining Efficiency

	3 Bitcoin's Marginal Value
	3.1 On Chain Metrics
	3.2 Computing Marginal Value
	3.3 Simultaneous Measurement of Value and Time

	4 Mining Economics
	4.1 Cost of Energy
	4.2 Common Cost Basis

	5 Conclusion
	References

	Carbon-Neutral Bitcoin for Nation States
	1 Introduction
	2 Externalities of Bitcoin Adoption
	3 Economics of Bitcoin Mining
	4 The Adoption-to-Mining Emissions Relationship
	5 Three Emissions Mitigation Strategies
	5.1 Coase and Pigou
	5.2 Carbon Offsets
	5.3 State-Sponsored Carbon-Neutral Bitcoin Mining
	5.4 Our Proposal: Proportional Green Bitcoin Mining

	6 Conclusion
	References

	Soundness of Stablecoins
	1 Introduction
	2 Monitoring
	2.1 Background
	2.2 Risk Based Perspectives

	3 Proof of Redeemability
	3.1 Basic Idea
	3.2 Valuation
	3.3 Assuring Ability to Deliver

	4 Anti-Money Laundering (AML) and Know Your Customer (KYC)
	4.1 Basic Idea
	4.2 Listing Approach

	5 Operational Resilience
	5.1 Basic Idea
	5.2 Auditing and Dispute Resolution

	6 Conclusion
	References

	Estimating (Miner) Extractable Value is Hard, Let's Go Shopping!
	1 Introduction
	2 Economic Rationality and Extractable Value
	2.1 Miner Extractable Value
	2.2 Extractable Value
	2.3 Expected Extractable Value

	3 Estimation of the Min. EEV in the Context of Attacks
	3.1 Single Resource ( R)
	3.2 Multiple Resources ( R)

	4 Discussion
	4.1 The Let's Go Shopping Defense

	5 Conclusion
	A Figure to Approximate 
	B Illustration of Different Events and Their Consequences
	References

	Teaching PoW Algorithm to a Classroom Environment
	1 Introduction
	2 PoS and PoW - A Survey
	2.1 PoS - Proof of Stake
	2.2 PoW - Proof of Work

	3 PoW Adjusted Algorithm
	3.1 Local Selection

	4 Summary
	References

	The Compatibility of CBDCs with “DeFi” Protocols: A Governance Rather Than a Technological Issue to Comply with Financial Crime Regulations
	1 Defining Decentralized Finance (“DeFi”)
	1.1 Absence of a “DeFi” Legal Definition Approved at International Level
	1.2 Discussion on the FATF-GAFI Definition Proposal
	1.3 Proposal for a “DeFi” Definition and Regulatory Assessment

	2 The Potential Interoperability of “DeFi” Protocols with CBDCs
	2.1 No Fundamental Incompatibility of CBDCs with “DeFi” Existing Use Cases
	2.2 “DeFi” for Regulated Financial Institutions: A Growing Evolution in 2022–2023

	3 The Potential Interoperability of “DeFi” Protocols with CBDCs
	3.1 CBDC Use for DeFi-Based Deposits, Lending and Repurchase Agreements
	3.2 The Payment of Transactions on Decentralized Exchanges

	4 The Assessment of Financial Crime Checks Through “DeFi” Protocols
	4.1 The Permissioned Use of Permissionless Distributed Ledgers
	4.2 The “Whitelisting” Possibilities
	4.3 The Need for Standardized Governance and Operational Model

	5 Conclusion

	Broken Proofs of Solvency in Blockchain Custodial Wallets and Exchanges
	1 Introduction
	2 Background
	2.1 Definitions
	2.2 Types of Cryptocurrency Wallets/Exchanges
	2.3 Proof of Liabilities in Wallets and Exchanges

	3 Proof of Liabilities Schemes
	4 Vulnerabilities in PoLs in Practice and Mitigations
	4.1 Vulnerable Summation Tree
	4.2 Short Hash Collisions
	4.3 Shared User ID
	4.4 Multiple Root Commitments
	4.5 Privacy Concerns
	4.6 Dispute Resolution and Private Verification Pattern

	5 Conclusion
	References

	Privacy-Preserving Post-quantum Credentials for Digital Payments
	1 Introduction
	1.1 Related Work
	1.2 Contributions

	2 Building Blocks
	2.1 Notations
	2.2 Computational Assumptions

	3 Constant Round Zero-Knowledge Proof of Knowledge
	3.1 Instantiation of Constant-Round ZKIP
	3.2 Cost of the Zero-Knowledge Proof of Knowledge
	3.3 Comparison to Other Schemes

	4 Pseudonymous Credentials
	4.1 Overview
	4.2 High-Level Description
	4.3 Formal Definition
	4.4 Credential Mechanism Instantiation
	4.5 Practical Verification Protocol

	5 Conclusion
	A Modified Zero-Knowledge Interactive Proof
	References

	ZKFlow: Private Transactions in Corda with ZKP
	1 Introduction
	2 Protocol Overview
	3 Cryptographic Preliminaries
	4 Transaction Structure
	5 Transaction Backchain Validation
	6 ZKFlow
	7 Discussion
	8 Conclusion
	A Zero-Knowledge Proof Statement
	B Pedersen Hash Security Analysis
	B.1 Pedersen Hash
	B.2 Analysis on Each Component Group Element

	C Additional Figures
	References

	User-Perceived Privacy in Blockchain
	1 Introduction
	2 Study Design
	2.1 Qualitative Research
	2.2 Quantitative Research
	2.3 Validity and Reliability

	3 Results
	3.1 Privacy Awareness
	3.2 Privacy Preferences
	3.3 Privacy Wallets
	3.4 Discussion

	4 Conclusion
	A Questionnaire
	B Related Work
	C Methodology
	C.1 Qualitative Research
	C.2 Quantitative Research
	C.3 Ethical Considerations

	D Figures and Tables
	References

	DeFi22
	A Short Survey on Business Models of Decentralized Finance (DeFi) Protocols
	1 Introduction
	2 Major DeFi Protocols
	2.1 Protocols for Loanable Funds (PLF)
	2.2 Decentralized Exchanges
	2.3 Yield Aggregators

	3 DeFi Business Model
	4 Literature Review
	5 Conclusion
	References

	On-Chain Auctions with Deposits
	1 Introduction
	1.1 Empirical Evidence
	1.2 Literature

	2 Model and Results
	2.1 Separating Equilibria
	2.2 Pooling Equilibrium with Two Deposit Levels

	3 Conclusion
	A Simultaneous Depositing
	B Proofs
	C Empirical Evidence
	References

	The Case for Variable Fees in Constant Product Markets: An Agent Based Simulation
	1 Introduction
	2 Review of Classical Market Making Models
	3 A Model for Trading on CPM vs. Another Exchange
	4 General Discrete Time, Continuous State and Action Space, Relaxed Stochastic Control Problem
	5 Approximation and Algorithm
	6 Numerical Results
	7 Conclusion and Future Work
	References

	An Empirical Study of Market Inefficiencies in Uniswap and SushiSwap
	1 Introduction
	2 Related Work
	3 Constant Product Market Makers
	4 Data Description
	5 Identifying Market Inefficiencies
	5.1 Suboptimal Trade Routing
	5.2 Cyclic Arbitrage Opportunities

	6 Conclusion
	A  Data Description
	A.1  Reserve Data
	A.2  Transaction Data
	A.3  Pool Network

	B  Networks
	References

	SoK: Mitigation of Front-Running in Decentralized Finance
	1 Introduction
	2 Front-Running Attacks
	3 Mitigation Categories
	3.1 Fair Ordering
	3.2 Batching of Blinded Inputs
	3.3 Private and Secret State

	A  Example: AMM Sandwich
	B  Example: Speculative Sandwich
	C  Formalization: Speculative Sandwich
	D  Speculative Sandwich with Private User Balances
	E  Example: Speculative Sandwich of Scheduled Swap
	F  Speculative Sandwich in Hash-Based Commit and Reveal Schemes
	References

	A Systematic Investigation of DeFi Compositions in Ethereum
	A  Visualization Tool
	References

	Short Paper: Privacy Preserving Decentralized Netting
	1 Introduction
	2 Problem Definition
	3 High-Level Design
	4 Protocol and Security Proof
	5 Implementation and Empirical Analysis
	5.1 Comparison of Different Netting Algorithms
	5.2 Benchmarking the Cryptographic Cost of netting

	6 Conclusion
	A  Protocol
	A.1  Protocol Assumptions
	A.2  Protocol description

	B  Ideal functionality
	C  Security analysis
	D  Enhancements
	References

	NFT Wash Trading
	1 Introduction
	2 Literature Review
	3 Methodology
	4 Results
	5 Discussion
	6 Conclusion
	A Appendix
	References

	Voting22
	Individual Verifiability and Revoting in the Estonian Internet Voting System
	1 Introduction
	2 IVXV Individual Verifiability Protocol
	3 Revoting and Individual Verifiability in IVXV
	4 Mitigations
	5 Comparison with the 2013 Internet Voting Protocol
	6 Conclusions
	References

	Breaking and Fixing Vote Privacy of the Estonian E-Voting Protocol IVXV
	1 Introduction
	2 Protocol Description
	2.1 Protocol Participants
	2.2 Cryptographic Primitives
	2.3 Protocol Phases

	3 Privacy Attacks
	3.1 Background: Homomorphic Encryption
	3.2 Shifting Attacks
	3.3 Encoding Attacks

	4 Discussion
	4.1 Assumptions
	4.2 Implications
	4.3 Protection

	References

	German Voters' Attitudes Towards Voting Online with a Verifiable System
	1 Introduction
	2 Related Work
	3 Background
	4 Methodology
	4.1 Designing the Interventions
	4.2 Research Questions and Hypotheses
	4.3 Study Procedure
	4.4 Recruitment and Ethics

	5 Results
	5.1 Demographics
	5.2 General Attitudes Towards Online Voting (RQ1)
	5.3 Attitudes Towards Using the Verifiable Voting (H1–H3, RQ2)
	5.4 Feedback on the System and the Interventions (RQ3)

	6 Discussion and Conclusion
	References

	Simulations of Ballot Polling Risk-Limiting Audits
	1 Introduction
	1.1 Background
	1.2 Our Contributions
	1.3 Organization

	2 Related Work
	3 Experiments
	4 Stopping Probability and Risk
	4.1 Stopping Probability as a Function of Round and Margin
	4.2 Maximum Risk as a Function of Round and Margin

	5 Number of Ballots
	6 Conclusions and Future Work
	References

	A First Approach to Risk-Limiting Audits for Single Transferable Vote Elections
	1 Introduction
	2 Preliminaries
	2.1 Single Transferable Vote Elections
	2.2 Assertion-Based Risk-Limiting Audits

	3 Reasoning About STV Elections: Deriving Bounds and Assertions
	3.1 Simple Bounds and Assertions
	3.2 Improving the Lower Bound
	3.3 Improving the Upper Bound

	4 Deriving Assorters
	5 RLAs for 2-Seat STV Elections
	5.1 Two Initial Quotas Case
	5.2 One Initial Quota Case

	6 Experimental Results
	7 Conclusion
	References

	Short Paper: Verifiable Decryption for BGV
	1 Introduction
	1.1 Contribution
	1.2 Related Work

	2 Lattice-Based Cryptography
	2.1 Rejection Sampling
	2.2 Hardness Assumptions
	2.3 BGV Encryption
	2.4 Lattice-Based Commitments
	2.5 Zero-Knowledge Proof of Linear Relations
	2.6 Amortized Zero-Knowledge Proof of Bounded Openings

	3 The Verifiable Decryption Protocol
	4 Performance
	4.1 Parameters and Size
	4.2 Implementation and Timings
	4.3 Comparison

	References

	RemoteVote and SAFE Vote: Towards Usable End-to-End Verification for Vote-by-Mail
	1 Introduction
	2 Related Work: STROBE
	3 Desirable Properties
	3.1 End-to-End Verifiability
	3.2 Privacy Properties
	3.3 Usability Properties
	3.4 Error Handling Properties
	3.5 Verification Process Properties
	3.6 Compatibility Properties

	4 Our Proposed Schemes
	4.1 RemoteVote
	4.2 SAFE Vote

	5 Extensions
	5.1 Collection Accountability
	5.2 Assigning Voters Private Keys
	5.3 System Synthesis

	6 Comparisons and Conclusion
	References

	WTSC 2022 Short Summary: WTSC22 - Current and Future Trends
	Lelantus Spark: Secure and Flexible Private Transactions
	1 Introduction
	1.1 Organization

	2 Cryptographic Constructions
	2.1 Pedersen Commitment Scheme
	2.2 Representation Proving System
	2.3 Modified Chaum-Pedersen Proving System
	2.4 Parallel One-out-of-Many Proving System
	2.5 Authenticated Encryption Scheme
	2.6 Symmetric Encryption Scheme
	2.7 Range Proving System

	3 Concepts and Algorithms
	4 Algorithm Constructions
	4.1 Setup
	4.2 CreateKeys
	4.3 CreateAddress
	4.4 CreateCoin
	4.5 Mint
	4.6 Identify
	4.7 Recover
	4.8 Spend
	4.9 Verify

	5 Key and Proof Structure
	A Efficiency
	B Modified Chaum-Pedersen Proving System
	C Parallel One-out-of-Many Proving System
	D Payment System Security
	D.1 Completeness
	D.2 Balance
	D.3 Transaction Non-malleability
	D.4 Ledger Indistinguishability

	E Payment Proofs
	E.1 Protocol
	E.2 Security

	References

	Fides: A System for Verifiable Computation Using Smart Contracts
	1 Introduction
	1.1 Our Work
	1.2 Related Work

	2 Preliminaries
	3 Fides System Design
	3.1 cmCRR Protocol
	3.2 Security and Privacy Analysis

	4 Implementation of Fides
	4.1 Challenges and Design Choices
	4.2 Fides System Overview
	4.3 Evaluation

	5 Concluding Remarks
	A Related Works: Single Server Outsourcing Computation Schemes
	B Details of Preliminaries
	C Function: VerifyReducedStep()
	C.1 CRR Protocol

	D Attacks Prevented in cmCRR Protocol
	E Fides
	E.1 EVM Instructions
	E.2 Fides Client Functions
	E.3 Fides Server Functions
	E.4 Referee Contract Functions
	E.5 Steps of cmCRRProtocol
	E.6 On-Chain Transactions

	References

	Towards Smart Contract-Based Verification of Anonymous Credentials
	1 Introduction
	2 Anonymous Credentials
	2.1 Anonymous Credentials in Hyperledger Indy
	2.2 Smart Contract-Based Integration of Anonymous Credentials Verification

	3 Proof Verification
	3.1 Signature Proof of Knowledge
	3.2 Primary Proof Verification
	3.3 Equality Proof Verification
	3.4 Inequality Predicate Proof Verification

	4 Implementation
	4.1 Proof-of-Concept
	4.2 Evaluation

	5 Discussion
	5.1 Transaction Costs
	5.2 Non-Revocation Proof
	5.3 Sybil Resistance and Unlinkability

	6 Related Work
	7 Conclusion
	References

	Dispute-Free Scalable Open Vote Network Using zk-SNARKs
	1 Introduction
	2 Related Work
	3 Preliminaries
	3.1 zk-SNARK
	3.2 Open Vote Network

	4 Protocol Design
	4.1 zk-SNARK Arithmetic Circuit
	4.2 Open Vote Network Smart Contract

	5 Evaluation and Comparison
	6 Further Scalability Improvement
	6.1 Fixed Statement Size
	6.2 Fixed Gas Cost
	6.3 Performance Measurements

	7 Conclusion
	References

	Not All Code are Create2 Equal
	1 Introduction
	2 Updating Smart Contracts
	2.1 Updating Smart Contracts with Legacy Addresses
	2.2 Updating Smart Contracts with Code-Bound Addresses
	2.3 Interaction of CREATE and CREATE2

	3 Measurement Motivation
	3.1 IoIs Relating to Feature Expansion
	3.2 IoIs Relating to an Expansion of the Attack Surface

	4 Data Collection and Method
	5 Measurement Results
	5.1 Descriptive Analysis of Actual Resurrections
	5.2 Descriptive Analysis of Potential Resurrections
	5.3 Results on the Items of Interest

	6 Related Work
	7 Conclusion
	A  Supplemental Figures and Tables
	References

	Not so Immutable: Upgradeability of Smart Contracts on Ethereum
	1 Introductory Remarks
	2 Classification of Upgrade Patterns
	2.1 Parameter Configuration
	2.2 Functional Component Change
	2.3 Consensus Override
	2.4 Contract Migration
	2.5 CREATE2-Based Metamorphosis
	2.6 CALL-Based Data Separation
	2.7 DELEGATECALL-Based Data Separation
	2.8 Evaluation Framework

	3 Finding Upgradeable Contracts
	3.1 Methodology
	3.2 Results

	4 Finding the Admin
	4.1 Methodology
	4.2 Results

	5 Concluding Remarks
	References

	Protocol-Based Smart Contract Generation
	1 Introduction
	2 Smart Contracts Can Go Wrong
	3 Specifying Protocols in SmartScribble
	4 Smart Contract Generation from SmartScribble
	5 Evaluation
	5.1 SmartScribble in Action
	5.2 Performance Analysis

	6 Conclusion and Future Work
	A Plutus Code for Vulnerable Guessing Game
	B Plutus Playground Simulation for the Guessing Game Scenario
	C Plutus Code for Business Logic
	D Results
	D.1 Lines of Code Analysis
	D.2 Performance Analysis

	References

	Distributed and Adversarial Resistant Workflow Execution on the Algorand Blockchain
	1 Introduction
	2 Related Work
	3 Algorand Blockchain
	3.1 Limitations

	4 DCR Graph
	5 Distributed DCR Graphs as Algorand Smart Contracts
	6 Financial Analysis
	7 Conclusion
	References

	Lissy: Experimenting with On-Chain Order Books
	1 Introductory Remarks
	2 Preliminaries
	2.1 Ethereum
	2.2 Trade Execution Systems
	2.3 Related Work

	3 Call Market Design
	3.1 Priority Queues
	3.2 Cost/Benefit of Cleaning up After Yourself
	3.3 Lissy Performance Measurements

	4 Lissy on Arbitrum
	4.1 Lissy Performance Measurements on Arbitrum

	5 Front-Running Evaluation
	5.1 Front-Running on Arbitrum

	6 Design Landscape
	6.1 Token Divisibility and Ties
	6.2 Order Cancellations
	6.3 Who Pays to Close/Reopen the Market?
	6.4 Collateralization Options

	7 Concluding Remarks
	References

	Hours of Horus: Keyless Cryptocurrency Wallets
	1 Introduction
	2 Preliminaries
	3 A Password Wallet
	4 An OTP Wallet
	5 Conclusion
	A Analysis
	B Proof-of-Stake
	C Variable Difficulty Proof-of-Work
	D Discussion
	E Auxiliary Theorems
	References

	A Scalable Architecture for Electronic Payments
	1 Introduction
	2 Payment System Desiderata
	3 An Efficient, General-Purpose Architecture for CBDC
	4 Operational Considerations
	4.1 Operating Model
	4.2 Managing CBDC Distribution
	4.3 Clearing and Settlement

	5 Discussion
	A  Asset-Level Desiderata
	B  System-Level Desiderata
	C  Control Mechanisms
	C.1  Managing CBDC System Integrity
	C.2  Managing Regulatory Compliance
	C.3  Ensuring an Appropriate Anonymity Set

	D  Efficient Settlement
	E  The Fallacy of Anonymous Accounts
	F  Use Cases
	F.1  Disconnected Operation
	F.2  Offline Operation via Time-Shifting
	F.3  Chained Transactions with Embedded Provenance

	G  Analysis
	G.1  Design Features
	G.2  A Comparison of Payment System Architectures

	References

	UTS: The Universal Token Swapper
	1 Introduction
	2 DeFi Background and Related Works
	3 Design
	3.1 UTS Design

	4 Applications
	4.1 Easiness of Commerce
	4.2 Compliance with Regulations
	4.3 Easier (decentralized) Financial Access

	5 Cost Analysis
	6 Conclusion and Future Works
	References

	Author Index

